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Abstract of document:

The TR 33.805 studies methodologies for specifying network product security assurance and hardening requirements. Network product security assurance and hardening refers to protection against unwanted access to a 3GPP network product, its Operating System, and main running Application(s). TR 33.805 also consider the evaluation process of such requirements. TR 33.805 evaluates industry standard methodologies to achieve these goals and proposes the necessary adaptation to consider the 3GPP context. Collaboration with other bodies for the purpose of accreditation of evaluators and dispute process was discussed and exchanges with GSMA on the matter are ongoing.
Part of the scope of this work is also to conclude which 3GPP network products, if not all, would be subject to 3GPP network product security assurance and hardening requirements. There is likely to be a long list with the result that prioritisation will be required. LTE network product classes will be the first priority.

The work progressed well so far, a complete process is described in Methodology 2 and Methodology 1 provides a first approach to re-use of Common Criteria materials as templates. At the end of SA3#71, Methodology 1 supporter confirms that both methodologies are close in their intention and that they can use Methodology 2 as a baseline for SA3#72. Contributions for SA3#72 are thus expected to be improvement of specific and concrete aspects of methodology 2. 
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Changes since last presentation

This is the first presentation of the deliverable to SA.

Outstanding Issues:

- Merge of concrete proposal for documents format of Methodology 1 into Methodology 2

- Clarifications on the differences between security compliance testing, vulnerability testing and hardening activities

Contentious Issues:

1) Normative document layout and “modular” approach for specifications – expected decision date SA3#72

Many similar hardening requirements will be applied to different network product classes which imply a risk of text duplication in many documents. It was thus pointed out that a clear view on what the modular building of SAS means before writing any normative documents is needed. It was agreed and this could be solved by having a study document to address this concern in the normative phase with a subsequent WID on SECAM aiming to produce:

-
A document (TR 33.9xx) on agreed methodology

-
A study document (TR 33.8xx) to build the threat analysis, solve the modular building issues and do the dry run


1 or several TS for the SAS

2) Need for a “dry-run” before the normative phase

There were discussions on the need write an example SAS for a given network product class to test the approved methodology against a concrete example to validate the choice before proceeding to normative work and closing TR 33.805. NTT indicated that this “dry-run” could help companies to get a better idea on what level of work/commitment is needed for the normative phase. DT indicated that the first “dry run” is likely to consist in the majority of the real work to produce and it would somehow be equivalent to do an important part of the TR phase of the new normative WID. Orange agreed with DT but preferred to have this “dry run” as part of the normative work since it is foreseen as an important amount of work and Orange would like to understand other companies’ commitment to contribute to the concrete activity. TeliaSonera pointed out that work commitments can only be made when the content of a proposal for the normative WID can be reviewed.

3) Workload in SA3 and work organization for the normative phase

So far SECAM represented an important amount of work in SA3 and most of the work was done as part of the regular meeting work. The normative work could be even more time consuming and some companies asked whether the creation of a sub-group to deal with this new activities would not be beneficial. It was also proposed to have ad-hoc meetings or to extend meeting weeks. No consensus was found so far.
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